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ASA Fundamentals
•   Security levels and interface naming conventions

•   Access Control Lists: extended, standard, object-group

•   NAT: static, dynamic, PAT configuration

Firepower Threat Defense (FTD)
•   FMC vs FDM management overview

•   Access Control Policy and prefilter rules

•   Intrusion Prevention System (IPS) tuning

High Availability
•   ASA Active/Standby failover setup

•   Stateful failover and replication

•   FTD clustering concepts

VPN
•   AnyConnect SSL VPN configuration

•   Site-to-site IKEv2 IPSec tunnels

•   Certificate-based authentication
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